
IN THE CIRCUIT COURT OF THE FIFTEENTH JUDICIAL 

CIRCUIT IN AND FOR PALM BEACH COUNTY, FLORIDA 

 
 

OFFICE OF THE ATTORNEY GENERAL      

STATE OF FLORIDA, DEPARTMENT OF LEGAL AFFAIRS,      

      

Plaintiff,  

 

vs. 

 

CLIENT EXPERTS CARE, LLC, a Florida    [FILED UNDER SEAL] 

Limited Liability Company, formerly known as               

FIRST CHOICE TECH SUPPORT, LLC, a    

Florida Limited Liability Company;  

CLIENT CARE EXPERTS, Inc., a  

Florida Corporation; MICHAEL SEWARD, 

 an individual; KEVIN MCCORMICK, an individual;  

 Defendants. 

__________________________________________/ 

 

PLAINTIFF’S MOTION FOR TEMPORARY  

INJUNCTIVE RELIEF, ASSET FREEZE WITHOUT NOTICE  

AND INCORPORATED MEMORANDUM IN SUPPORT OF MOTION 

 

Plaintiff, Office of The Attorney General, State of Florida, Department Of Legal Affairs, 

by and through the undersigned attorney, moves this Honorable Court for an Order for 

Temporary Injunctive Relief and Asset Freeze Without Notice, pursuant to § 501.207(3) of the 

Florida Statutes and Florida Civil Procedure Rule 1.610, against Defendants Client Experts Care, 

LLC, formerly known as, First Choice Tech Support, LLC; Client Care Experts, Inc., (Corporate 

Defendants collectively referred to as “First Choice”); Michael Seward, an individual; and Kevin 

McCormick, an individual (collectively referred to as “Defendants”).  The requested temporary 

injunctive relief is necessary to prevent continuing injury to Florida consumers and to preserve 

the Court’s ability to provide relief to Florida consumers under the provisions of the Florida 

Deceptive and Unfair Trade Practices Act, Florida Statutes, Chapter 501, Part II.   A proposed 
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Order granting the instant motion is attached as Exhibit 1.  In support thereof, the Plaintiff 

states: 

INTRODUCTION 

 

Defendants operate a tech support scam, exploiting consumers’ fears about computer 

viruses, malware, hackers, and other security threats, in order to convince them to purchase 

costly technical support services and software products.  Specifically, Defendants lure consumers 

to contact its inbound call center through deceptive internet pop-up windows, disguised as 

legitimate operating system warnings.  Sometimes the pop-up windows appear to be messages 

from well-known computer and software companies, such as Microsoft or Apple. These pop-up 

windows often mislead consumers to believe that their computer is unusable, and instruct 

consumers to contact a toll-free telephone number for help.  The toll-free number connects 

consumers to Defendants’ inbound call center.  Consumers who dial the toll-free telephone 

number are connected to a sales agent of Defendants’ call center, who then utilizes the 

consumer’s misbelief, based on the deceptive pop-up, to further convince them that their 

computer is in immediate need of services and/or products.   Defendants’ sales agents offer 

consumers a free “diagnostic”, which is really a scripted, manipulative, and high-pressured sales 

pitch, to determine the supposed computer issue causing the warning.  Every consumer is led 

through the same diagnostic, which invariably leads to the same conclusion every time, that the 

consumer’s computer is in need of immediate services and products.  This scam has enabled 

Defendants to deceive consumers nationwide, duping them into spending hundreds of dollars on 

software services and products.  An affidavit in support of the instant motion is attached as 

Exhibit 2.  See also affidavits of consumers attached as Composite Exhibit 3; reports by expert 

witness, Kevin Johnson, are attached as Exhibits 4a and 4b.  
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STATEMENT OF FACTS 

I. Defendants Lure Consumers To Call Their Inbound Call Center Through 

Deceptive Pop-Up Advertisements. 

 

Defendants cause alarming pop-up messages (“pop-ups”) to be displayed on consumers’ 

computers, advising them that they have a serious computer problem or malware infection.  

Exhibit 2, ¶ 12; Exhibit 3a, ¶3; Exhibit 3b, ¶3; Exhibit 3c, ¶3; Exhibit 3d, ¶3; Exhibit 3e, 

¶2;  Exhibit 3f, ¶3; Exhibit 3g, ¶3; Exhibit 3h, ¶3; and Exhibit 3i, ¶2.  These pop-ups instruct 

the user to call a toll-free telephone number to get help from a certified technician.  Id. 

For example, one of the pop-ups utilized by Defendants to mislead consumers, consists of 

two messages: (1) a grey screen, titled “SYSTEM ERROR WARNING,” with a message 

indicating an error had been detected, and directing the user to call a “Microsoft Certified” 

technician at 1-888-727-9405 in order to “immediately rectify issue and prevent potential data 

loss,” and (2) a window stating, “Bright House Networks Customer, your system has detected 

possible Suspicious Activity.  Please call the toll-free number below for a Microsoft Certified 

technician to help you resolve the issue.”  See Exhibit 3e, ¶3 and Attachment A.  The second 

message warns the user to refrain from opening any internet browsers and/or shutting down or 

restarting the computer in order to prevent “data loss and possible failure of the operating 

system.”  Id.  See Image 1 below.  
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[Image 1] 

In addition to the windows and text shown above, some pop-ups utilized by Defendants 

contain audio files, which produce a loud, alarm-type, noise that plays while the webpage is 

open.  Exhibit 2, ¶ 50.  Efforts to close pop-ups often prove futile.  Exhibit 2, ¶ 53.  For 

example, clicking on the “OK” box in the above pop-up window or the close button in the top 

right corner, will not remove the pop up.  Id.  Thus, Defendants generate pop-ups that mislead 

some consumers to believe that their computer is unusable.  Id. 

Another two-part, or layered, deceptive pop-up utilized by Defendants, misleads 

Macintosh users into believing that their Apple computer has been infected.  See Exhibit 3h, ¶7 

and Attachment A.  Specifically, one pop-up states that a “Secure Connection Failed,” and 

provides a toll-free telephone number to call the “Apple Help Desk.”  Id.   See Image 2 below. 
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[Image 2] 

This pop-up misleads consumers to believe that the warning is coming from their Apple 

computer, and that the telephone number provided will connect them to an Apple help desk or 

customer service representative.  Id.  The telephone number provided in this pop-up will not 

connect consumers to Apple; but rather, Defendants’ call center.  Id. 

Defendants’ pop-ups are meant to scare consumers into believing that their computer is 

not only infected, but that any actions taken, other than calling the toll-free telephone number, 

will further compromise their computer and/or data.  Id.  Further, the pop-ups are designed to 

appear as if they originated from the computer’s operating system, leading consumers to believe 

that the message is legitimate and not a marketing tool employed by Defendants to drive 

consumers to contact their call center.   See Exhibit 3a, ¶3; Exhibit 3b, ¶17; Exhibit 3c, ¶13; 

Exhibit 3d, ¶15;  Exhibit 3f, ¶9; Exhibit 3g, ¶9; Exhibit 3h, ¶3; and Exhibit 3i, ¶11.  Indeed, 
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consumers contacting Defendants’ call center complain of a pop-up message on their computer, 

warning of some variation of “suspicious activity” or malware infection, affecting their 

computer.  Id. 

Defendants are aware of these deceptive pop-ups, driving consumer calls to its call 

center. See Exhibit 2, ¶ 30.  In fact, Defendants’ internal employee instructions for sales agents 

to gain remote access (“PC Connection guide”) reference “pop-ups” before the stated 

instructions on how to gain remote access to the consumer’s computer to perform the 

“diagnostic.”  See Exhibit 2, ¶¶ 30-33.  For example, prior to step one in the connection process 

of the guide, there are instructions on how to minimize windows and calm customers’ concerns 

regarding pop-ups, stating: 

WIN + D [Simultaneously pressing the Windows and the D key on 

the keyboard] will bring back the desktop by minimizing all 

existing windows.  If the computer is running really slow and they 

keep getting pop-ups calm the customer down and restart the PC.  

Let them know that they can completely ignore anything else that 

is popping up.  Exhibit 2, ¶ 32. 

 

In addition, in Defendants’ internal employee instructions for sales agents to gain remote access 

to Macintosh computers (Mac Connection guide), the first section of the instructions is titled 

“Closing Safari and getting passed POPUPS/EXTENSIONS.”  See Exhibit 2, ¶ 30. 

II. Defendants Deceive Consumers Into Purchasing Computer Security And 

Technical Support Services. 

 

The consumers who dial the number, as instructed in Defendants’ deceptive pop-ups, are 

connected to a sales agent in Defendants’ call center, who exploit the consumers’ misimpressions 

from the pop-up, to further convince them that they are in need of computer services and 

products.  See Exhibit 2, ¶¶ 81-106; Exhibit 3a, ¶ 4; Exhibit 3b, ¶ 5; Exhibit 3c, ¶ 4; Exhibit 

3d, ¶ 4;  Exhibit 3f, ¶ 5; Exhibit 3g, ¶ 4; Exhibit 3h, ¶ 4; and Exhibit 3i, ¶ 3; Exhibit 3j, ¶ 3; 
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and Exhibit 4a, Bates #OAG_EX4A_003.  Defendants’ sales agents, to purportedly find the 

cause of the pop-up, offer to perform a free “diagnostic” on the consumer’s computer.  Id.   The 

“diagnostic” is actually a carefully-crafted, manipulative, scripted-sales pitch, which every time 

leads to the same conclusion that the consumer’s computer is in need of immediate servicing.  

Exhibit 4b, Bates #OAG_EXH4B_003-005. 

After convincing a consumer that the pop-up indicates that there may be problems with 

their computer, and that Defendants are qualified to diagnose and fix the problem, the sales agent 

seeks permission to gain remote access to the consumer’s computer in order to identify and 

resolve the problem.  See Exhibit 3a, ¶4; Exhibit 3b, ¶5; Exhibit 3c, ¶4; Exhibit 3d, ¶4;  

Exhibit 3f, ¶5; Exhibit 3g, ¶4; Exhibit 3h, ¶4; Exhibit 3i, ¶3; and Exhibit 3j, ¶ 4.  The sales 

agent directs the consumer to go to a website, enter a code, and follow certain prompts to begin a 

remote access session.  See Exhibit 2, ¶¶ 88-91.  Gaining remote access to the consumer’s 

computer is part of the manipulation involved in convincing the consumer that they need to have 

their computer immediately fixed.  Indeed, the sales agent is not gaining remote access to look 

for computer-related issues; instead, the sales agent is using the remote access to ultimately 

convince a consumer that there are issues with their computer that are in need of immediate 

services and products.  The remote access allows the sales agent to control the mouse, pull up 

certain windows, and point out various graphics on the computer screen.  Exhibit 2, ¶¶ 91-93.  

The sales agents, using a script, point out innocuous graphics and programs, falsely stating that 

they represent severe issues with the consumer’s computer.  Id.  See also Exhibit 4A, Bates # 

OAG_EX4A_004-008. 

First, the consumer is directed to open www.support.me and type in a specific six-digit 

code, in order to allow Defendants to have remote access to the consumer’s computer.  Exhibit 

http://www.support.me/
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2, ¶88; Exhibit 4A, Bates # OAG_EX4A_003.  The sales agent tells the consumer that they 

may have various malware or malicious software which could have caused the pop-up, and run a 

system analyzer, made by “Webroot,” to scan the system for issues including malware.   Id.  See 

Image 3 below. 

 

[Image 3] 

Regardless of the result of the Webroot scan, consumers are told by Defendants that their 

computer is in need of immediate servicing or products.  Exhibit 2, ¶¶ 92-93.  Thus, even if a 

scan does not reflect that the computer contains malware, sales agents will recommend virus 

removal and protection and system optimization.  Id. 

Further, regardless of whether a consumer already has anti-virus software installed on 

their computer, sales agents always tell consumers that they need to purchase the anti-virus 

software sold by Defendants.  See Exhibit 3b, ¶6-8.  Sales agents repeat this to consumers 

several times during the diagnostic, which sets the stage to later upsell consumers on anti-virus 
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software at the end of the diagnostic.  See Exhibit 4a, Bates # OAG_EX4A_004.  The sales 

script, disguised as the “diagnostic,” continues to instruct the sales agents to open various 

windows and point out certain graphics, misrepresenting their technical significance, in order to 

demonstrate to the consumer that their computer is in need of repair.  See Exhibit 4a, Bates # 

OAG_EX4A_004-009.  

One window shown to consumers, as part of the diagnostic, is the Task Manager.  Id.  

The Task Manager displays running processes and shows various resource usage of the system.  

Exhibit 4a, Bates # OAG_EX4A_006.  The script dictates that the sales agent select the 

Performance tab, and point out to the consumer the number of processes that are running.   Id.  

Consumers are told, regardless of the number of processes running, that the number is a further 

indication that their computer needs to be repaired.  See Exhibit 2, ¶¶ 81-106; Exhibit 3i, ¶4 ; 

and Exhibit 4a, # OAG_EX4A_006-007. See Image 4 below. 

 

[Image 4] 
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Consumers are told that the results of the scan and diagnostic show that their computer is 

compromised and given the same recommendation, which includes “real time protection” and a 

“manual tune up, virus and infection removal performed by a certified technician.”  Id.  The sales 

agent types these recommendations into the remote control software.  Id.  See Image 5 below. 

 

[Image 5] 

The sales agents also will open the properties of the computer to purportedly examine the 

memory and other configuration settings, all while commenting on how compromised the 

consumer’s computer is.  Id.  Sales agents have also misrepresented to consumers that a malware 

infection may have caused physical damage to the consumer’s computer.   Id.  Defendants 

misrepresent the technical significance of their diagnostic tests, and in virtually every instance, 
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claim that the tests have identified performance or security problems on consumer’ computers 

that require repair.  Id. 

The consumers are then told that they need to sign up for services or purchase products to 

fix their computer issues.  Id.   Sometimes, sales agents tell consumers that their computers are 

infected and that their computers should have already crashed; other times, consumers have been 

told that the personal information on their computers have been compromised.  Id.  To further 

alarm consumers, Defendants claim that any security software currently running on consumers’ 

computers is outdated and incapable of adequately protecting against the latest and most 

egregious threats.  Id. 

Many times, consumers believe that they are speaking with a representative from a well-

known computer and/or software company, such as Microsoft or Apple.   Id.  For example, 

Defendants’ use First Choice’s paid membership to be part of Microsoft’s Pinpoint Network 

Program, in order to misrepresent to consumers that the company is affiliated with Microsoft.  

See Exhibit 3b, ¶4, 9, 14; Exhibit 3c, ¶3, 11, 12; Exhibit 3d, ¶3, 4, 8; Exhibit 3e, ¶4; and 

Exhibit 3g, ¶7, 9.  Consumers are told that the significance of this program means that First 

Choice uses certified technicians, upholds certain business practices, and is subject to some level 

of oversight by Microsoft, which is not true.  Id.  See also Affidavit of Sheau Poh Lee, Senior 

Program Manager for Microsoft Partner Network, as Exhibit 6. 

In addition, Defendants’ website, www.firstchoicetechsupport.com, contains a Microsoft 

Partner logo at the bottom of every subpage, and lists “Microsoft” as the top entry when 

consumers click on the subpage “Partners.”  Exhibit 2, ¶ 25.  This same logo also appears at the 

top of subpage, “About Us,” and includes a link to the Defendants’ Microsoft Pinpoint 

membership page. Id.  See Image 6 below. 

http://www.firstchoicetechsupport.com/
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[Image 6] 

After being misled into believing that their computers have been compromised, and that 

First Choice is certified to resolve their computer issues, consumers are informed that they need 

to immediately bring their computers to a well-known retailer, such as Best Buy or Staples.  See 

Exhibit 2, ¶¶ 81-106; Exhibit 3c, ¶6-7; Exhibit 3d, ¶5; Exhibit 3f, ¶7; and Exhibit 3i, ¶6-7; 

and Exhibit 4a, # OAG_EX4A_008; Exhibit 4b, # OAG_EX4B_024.  However, Defendants 

warn that this option will be costly, take several days to complete, and possibly expose 

consumers’ computers to additional harm caused by incompetent or unscrupulous technicians.  

Id.  As an alternative, Defendants offer to repair consumers’ computers remotely that same day 

while consumers sit in the comfort of their own home.  Id.  Finally, Defendants will then attempt 

to upsell anti-virus software to consumers, stating that the software will prevent pop-ups, caused 

by malware infections, in the future.  Id. 

After the consumer is deceived into purchasing the recommended services and software, 

they are told to leave their computers running to allow Defendants to complete the services 

within a given number of hours.  Id.  They are told that a certified technician will repair any 
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issues on their system and improve the security and performance of their system, and install any 

programs they have purchased.  Id.  In short, consumers are deceived into paying an average of 

$300.00 for technical support services and security software they may not have needed.  See 

Exhibit 2, ¶ 12; Exhibit 4a, Exhibit 4a, # OAG_EX4A_009; Exhibit 4b, # OAG_EX4B_005. 

ARGUMENT 

An ex parte injunction and asset freeze with additional equitable relief is critically 

necessary to protect future consumers from Defendants’ deceptive tactics, to preserve evidence, 

and to preserve all assets for repatriation to injured consumers.  In light of Defendants’ flagrant 

violations of law, an injunction without notice and the temporary appointment of a receiver is 

warranted to put an immediate halt to ongoing consumer harm, preserve evidence, and protect 

assets and monies from dissipation.   

This action is brought under the Florida Deceptive and Unfair Trade Practices Act, 

Chapter 501 Part II, Florida Statutes (“FDUTPA” or “the Act”).  FDUTPA provides that unfair 

methods of competition, unconscionable acts or practices, and unfair or deceptive acts or 

practices in the conduct of any trade or commerce are unlawful. §501.204(1), Fla. Stat.  The Act 

is to be “construed liberally” to achieve its stated legislative purposes, which include, inter alia, 

“[t]o protect the consuming public and legitimate business enterprises from those who engage in 

unfair methods of competition, or unconscionable, deceptive, or unfair acts or practices in the 

conduct of any trade or commerce.”  § 501.202(2), Fla. Stat.   

A violation of FDUTPA includes any violation of the Act or rules adopted under the Act, 

and may be based upon any of the following: “(a) Any rules promulgated pursuant to the Federal 

Trade Commission Act, 15 U.S.C. §§  41 et seq.; (b) The standards of unfairness . . . set forth 

and interpreted by the Federal Trade Commission (“FTC”) or the federal courts; (c) Any law, 
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statute, rule, regulation, or ordinance which proscribes unfair methods of competition, or unfair, 

deceptive, or unconscionable acts or practices.”  § 501.203(3), Fla. Stat.
1
   

Thus, a court may find a violation if the conduct in question is unfair or deceptive.  See 

Dep't of Legal Affairs v. Father & Son Moving & Storage, Inc., 643 So. 2d 22 (Fla. 4th DCA 

1994).  Under FDUTPA, a practice may be deceptive without any showing of intent to deceive, 

and it may be found unfair to consumers without a showing that the offending party intended to 

cause consumer injury.  See Orkin Exterminating Co., Inc. v. F.T.C., 849 F.2d 1354, 1368 (11th 

Cir. 1988).  Deception exists “if there is a representation, omission or practice that is likely to 

mislead the consumer acting reasonably in the circumstances, to the consumer’s detriment.”  

Millennium Communications & Fulfillment, Inc. v. Office of Attorney Gen., Dept. of Legal 

Affairs, State of Fla., 761 So. 2d 1256, 1263 (Fla. 3d DCA 2000) (citing Southwest Sunsites, Inc. 

v. FTC, 785 F.2d 1431 (9th Cir. 1986)). 

As described herein, Defendants have victimized numerous consumers nationwide, 

including Florida.  Defendants are engaged in “trade or commerce,” which is defined by the Act 

as “the advertising, soliciting, providing, offering or distributing... of any good or service, or any 

property... or thing of value.”  § 501.203(8), Fla. Stat.  Consumers are defined as “an individual; 

... business; firm; association; joint venture; partnership; ... or any other group or combination.”  

§ 501.203(7), Fla. Stat.  Thus, Defendants’ acts fall within the purview of FDUTPA. 

                                                      
1
   In construing FDUTPA, due consideration and great weight is to be given to the 

interpretations of the FTC and the federal courts relating to Section 5(a)(1) of the FTC Act.  

§501.204(2) Fla. Stat.  See also, Rollins, Inc. v. Heller, 454 So. 2d 580, 584 (Fla. 3d DCA 1984) 

(Florida courts are guided by the interpretations of deception made by the Federal Trade 

Commission).  

 
 



15 

 

The Attorney General is the enforcing authority of FDUTPA, § 501.203(2), Fla. Stat., 

and as such, is statutorily authorized to seek injunctive relief pursuant to § 501.207(1), Fla. Stat.  

The Act further provides that, upon motion of the enforcing authority, pursuant to § 501.207(3), 

Fla. Stat., this Court is authorized to: 

[M]ake appropriate orders, including, but not limited to, appointment of a general 

or special magistrate or receiver or sequestration or freezing of assets, to 

reimburse consumers or governmental entities found to have been damaged; to 

carry out a transaction in accordance with the reasonable expectations of 

consumers or governmental entities; to strike or limit the application of clauses of 

contracts to avoid an unconscionable result; to bring actions in the name of and on 

behalf of the defendant enterprise, without regard to any wrongful acts that were 

committed by the enterprise; to order any defendant to divest herself or himself 

of any interest in any enterprise, including real estate; to impose reasonable 

restrictions upon the future activities of any defendant to impede her or him 

from engaging in or establishing the same type of endeavor; to order the 

dissolution or reorganization of any enterprise; or to grant legal, equitable, or 

other appropriate relief.  

 

(emphasis added). 

 

I. Defendants Operate A Tech Support Scam Violating The FDUTPA. 

The corporate Defendants operate a tech support scam, located in Boynton Beach, 

Florida, owned, operated, and controlled by Michael Seward and Kevin McCormick.  Exhibit 2, 

¶ 6.    Defendants’ business model consists of a series of deceptive acts, starting with the 

dissemination of internet pop-up messages, advising consumers of serious computer problems or 

malware infections, and instructing them to contact a toll-free telephone number, which connects 

consumers to Defendants’ call center.  See Exhibit 2, ¶ 12. 

The pop-ups utilized by Defendants are deceptive in both their content and design, as 

they misrepresent that consumers’ computers have issues that need immediate repair, and appear 

as if they are originating from the computer’s operating system.   See Exhibit 3e, ¶ 2-4; Exhibit 

3h, ¶ 3, Exhibit A.  Other features of the pop-ups are also deceptive, in that they contain 
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graphics that would normally lead a user to believe that the window can be closed, yet leads the 

user to believe that their computer is unusable.  Exhibit 2, ¶ 53; Exhibit 3a, ¶ 3; Exhibit 3b, ¶ 

3; Exhibit 3d, ¶ 3; Exhibit 3f, ¶ 3; Exhibit 3h, ¶ 3; Exhibit 3i, ¶ 2. Further, the pop-ups often 

lead consumers to believe that the telephone number will connect them to a well-known 

computer or software company, such as Microsoft or Apple.  Exhibit 2, ¶ 12.  Defendants’ pop-

ups are meant to scare consumers into believing that their computer is not only infected, but that 

any actions taken, other than calling the toll-free telephone number, will further compromise 

their computer.   Exhibit 2, ¶ 49b.  

Additionally, the consumers who dial the number, as instructed in Defendants’ deceptive 

pop-ups, are connected to a sales agent in Defendants’ call center, who exploit the consumers’ 

misimpressions from the pop-up, to further convince them that they are in need of computer 

services and products.  See Exhibit 2, ¶¶ 81-106; Comp. Exhibit 3; and Exhibits 4a and 4b.  

Defendants’ sales agents, to purportedly find the cause of the pop-up, offer to perform a free 

“diagnostic” on the consumer’s computer.  Id.   The “diagnostic” is actually a carefully-crafted, 

manipulative, scripted-sales pitch, which every time leads to the same conclusion that the 

consumer’s computer is in need of immediate servicing.  Id.  Many times, consumers believe that 

they are actually speaking with a representative from Microsoft or Apple.  Exhibit 2, ¶ 12. 

As part of the deception, Defendants’ sales agents gain remote access to the consumer’s 

computer in order to perform the “diagnostic.”  See Exhibit 2, ¶¶ 81-106; Exhibit 2, ¶ 53; 

Exhibit 3a, ¶ 4; Exhibit 3b, ¶ 5; Exhibit 3c, ¶ 5; Exhibit 3d, ¶ 8; Exhibit 3f, ¶ 6; Exhibit 3g, 

¶ 5; Exhibit 3i, ¶ 4; Exhibit 4a, # OAG_EX4A_003-004; and Exhibit 4b, # 

OAG_EX4B_006, 011, 020 and 028.  Gaining remote access to the consumer’s computer is part 

of the manipulation involved in convincing the consumer that they need to have their computer 
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immediately fixed.   Id.  The remote access allows the sales agent to control the mouse, pull up 

certain windows, and point out various graphics on the computer screen.  Id.  The sales agents, 

using a script, point out innocuous graphics and programs during the diagnostic, falsely stating 

that they represent severe issues with the consumer’s computer.  Exhibit 4a, # 

OAG_EX4A_009; and Exhibit 4b, # OAG_EX4B_005. 

Further, regardless of whether a consumer already has anti-virus software installed on 

their computer, sales agents always tell consumers that they need to purchase the anti-virus 

software sold by Defendants.  Sales agents repeat this to consumers several times during the 

diagnostic, which sets the stage to later upsell consumers on anti-virus software at the end of the 

diagnostic.   

Consumers are always told that the results of the scan and diagnostic show that their 

computer is compromised and given the same recommendation, which includes “real time 

protection” and a “manual tune up, virus and infection removal performed by a certified 

technician.”  To further alarm consumers, Defendants claim that any security software currently 

running on consumers’ computers is outdated and incapable of adequately protecting against the 

latest and most egregious threats.   

After being misled into believing that their computers have been compromised, and that 

First Choice is certified to resolve their computer issues, consumers are informed that they need 

to immediately bring their computers to a well-known retailer, such as Best Buy or Staples.   

However, Defendants warn that this option will be costly, take several days to complete, and 

possibly expose consumers’ computers to additional harm caused by incompetent or 

unscrupulous technicians.   As an alternative, Defendants offer to repair consumers’ computers 

remotely that same day while consumers sit in the comfort of their own home.   
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After the consumer is deceived into purchasing the recommended services and software, 

they are told to leave their computers running to allow Defendants to complete the services 

within a given number of hours.  They are told that a certified technician will repair any issues 

on their system and improve the security and performance of their system, and install any 

programs they have purchased.   In short, consumers are deceived into paying an average of 

$300.00 for technical support services and security software they may not have needed.  See 

Exhibit 2, ¶ 12e; Exhibit 4a, # OAG_EX4A_009; and Exhibit 4b, # OAG_EX4B_005. 

 As described above, Defendants have engaged in and continue to engage in conduct that 

constitutes deceptive, unfair and/or unconscionable trade practices under FDUTPA.   

II. Applicable Standard for Temporary Injunctive Relief Without Notice 

Florida Rule of Civil Procedure 1.610 authorizes injunctive relief upon an appropriate 

showing.  Generally, temporary injunctive relief is an extraordinary remedy to preserve the status 

quo and requires a showing of irreparable harm, an inadequate remedy at law, substantial 

likelihood of success on the merits and public interest. Jouvence Ctr. For Advanced Health, LLC 

v. Jouvence Rejuvenation Centers, LLC, 14 So. 3d 1097, 1099 (Fla. 4th DCA 2009). However, in 

Florida it is well-established that, under FDUTPA, the enforcing authority may obtain temporary 

injunctive relief based simply upon a showing of a clear legal right:  

However, because section 501.207(1) (b) expressly authorizes the 

Department to seek injunctive relief on behalf of the state, the 

Department does not have to establish irreparable harm, lack of an 

adequate legal remedy or public interest. The Department's sole 

burden at a temporary injunction hearing under FDUTPA is to 

establish that it has a clear legal right to a temporary injunction. 

 

Millennium 761 So. 2d at 1260.  

http://www.lexis.com/research/xlink?app=00075&view=full&searchtype=get&search=761+So.+2d+1260
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This Court may appoint a receiver upon a showing that there is a strong likelihood of success on 

the merits at trial and the remedy at law is inadequate.  See Phillips v. Greene, 994 So. 2d 371 

(Fla. 3d DCA 2008).
2
  

Where a temporary injunction without notice is appropriate, as it is here, Rule 1.610(a)(1) 

provides that an ex parte temporary injunction may be granted if the movant provides “the 

reasons why notice should not be required.”  In Florida, it is sufficient to show, “(1) how and 

why the giving of notice would accelerate or precipitate the injury or (2) that the time required to 

notice a hearing would actually permit the threatened irreparable injury to occur.” Smith v. 

Knight, 679 So. 2d 359, 361-362 (Fla. 4th DCA 1996) (internal citations omitted).   In addition, 

this Court may appoint a temporary receiver without notice if (1) it appears from specific facts 

shown by affidavit or verified complaint that immediate and irreparable injury, loss, or damages 

will result before a hearing can take place; (2) the movant’s attorney certifies in writing any 

efforts that have been made to give notice and the reasons why notice should not be required
3
; 

and (3) the trial court states the reasons notice was not required, and how irreparable harm might 

result if immediate action is not taken.  See Phillips v. Greene, 994 So. 2d at 371.  Further, when 

a corporate defendant has used deception to obtain money from consumers, “it is likely that, in 

the absence of the appointment of a receiver to maintain the status quo, the corporate assets will 

be subject to diversion and waste” to the detriment of the consumer victims. SEC v. Keller Corp., 

323 F.2d 397, 403 (7th Cir. 1963).   

                                                      
2
 Under FDUPTA, once corporate liability is established, individual defendants may be 

individually liable “if they participated directly in the deceptive practices or acts or they 

possessed the authority to control them.”  State, Office of Atty. Gen., Dept. of Legal Affairs v. 

Wyndham Intern., Inc., 869 So. 2d 592, 598 (Fla. 1st DCA 2004).   
 
3 See Affidavit of Michelle Pardoll pursuant to Florida Rule of Civil Procedure 1.610, 

attached as Exhibit 5.  



20 

 

 Notably, the Southern District Court of Florida issued an ex parte temporary restraining 

order and asset freeze against a tech support company, Vast Tech Support, LLC, with a business 

model similar to the Defendants here.  See Temporary Restraining Order, FTC & State of 

Florida v. Boost Software, Inc., No. 14-81397-CIV-MARRA (S.D. Fla. Nov. 12, 2014).  In that 

case, the Court converted the temporary restraining order into a preliminary injunction order.   

Moreover, an ex parte temporary restraining order and asset freeze against another tech 

support company, Inbound Call Experts, LLC, was entered by the Southern District of Florida in 

FTC & State of Florida v. Inbound Call Experts, LLC, No. 14-81395-CIV, 2014 WL 8105107, at 

*1 (S.D. Fla. Dec. 23, 2014) (Order Granting Preliminary Injunction).  Defendants in Inbound 

Call Experts presented evidence in a hearing on their motion to dissolve the ex parte temporary 

restraining order, and the Court found that Plaintiffs demonstrated a likelihood of ultimate 

success on the merits that the defendants violated FDUTPA, and enjoined defendants from 

continuing the same practices, as the ongoing violations would cause immediate and irreparable 

harm.  The court also ordered an asset freeze, recognizing that there would otherwise be 

immediate and irreparable damage to the court’s ability to grant effective final relief for 

consumers.  Additionally, when the court weighed the equities and considered the Plaintiff’s 

likelihood of ultimate success on the merits, a temporary restraining order with an asset freeze 

and other equitable relief, including the appointment of a receiver, was found to be in the public 

interest.    

In another ongoing litigation involving an alleged, and similar, tech support scam, State, 

Office of Atty. Gen., Dept. of Legal Affairs v. E-Racer Tech, LLC, No. 2015CA002753XXXX 

(Fla. 15th Cir. Ct. Jan. 13, 2016), a Court entered an Order granting the Attorney General’s 

Motion for Injunctive Relief, where E-Racer Tech, LLC employed the same deceptive business 
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model as the Defendants here.  The Court found that E-Racer Tech, LLC (1) engaged in 

misleading and deceptive sales tactics, (2) the evidence presented established that Defendants’ 

practices were likely to deceive a consumer acting reasonably; and (3) there was a substantial 

likelihood of success on the merits and a clear legal right to the injunction and asset freeze to 

preserve the status quo until a final hearing on the merits.  Id.  As in this case, Defendants 

utilized misleading internet pop-ups to drive consumers to contact its inbound call center, and led 

consumers through a scripted “diagnostic,” which always concluded with the recommendation to 

the consumer to purchase computer services and products.    

III. The Attorney General Has Met Its Burden And Equitable Relief, Including an 

Asset Freeze and The Appointment Of A Receiver, Without Notice Is 

Warranted.  

 

Plaintiff will ultimately succeed in proving that Defendants are violating the FDUTPA, 

and thus, preliminary injunctive relief is warranted.  As discussed above, to grant ex parte relief, 

it is sufficient to show how and why the giving of notice would accelerate or precipitate the 

injury or that the time required to notice a hearing would permit the threatened irreparable injury 

to occur.  Smith v. Knight, 679 So. 2d at 361-362.  For several years, Defendants have engaged in 

a tech support scam that has caused harm to consumers in Florida and elsewhere.  Exhibit 2, ¶ 5.  

The fact that Defendants have continued their illegal conduct despite numerous complaints to the 

Better Business Bureau and at least one complaint to local criminal law enforcement regarding 

their business practices, reflects that Defendants will continue to deceive consumers absent a 

court order.  See Exhibit 2, ¶ 11.  In order to put an immediate halt to Defendants’ illegal 

activities and to preserve the Court’s ability to grant the final relief sought, the Court should 

enter an ex parte Order that (1) prohibits Defendants from engaging in conduct violating the 

FDUTPA, (2) freezes Defendants’ assets, (3) appoints a temporary receiver over the Corporate 
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Defendants, (4) grants Plaintiff and the temporary receiver immediate access to the Corporate 

Defendant’s  business premises, and (5) authorizes limited expedited discovery.  

1. The Court Should Stop The Defendants’ Ongoing Scam 

To prevent ongoing consumer injury, the Court should enter a temporary injunction that 

immediately prohibits Defendants from engaging in any conduct that violates the FDUTPA, 

including making misrepresentations concerning the identification of computer problems on 

consumers’ computers.  The Court should also enter an Order that includes provisions directing 

telephone carriers and webhosting companies to disable the Defendants’ telephone numbers and 

websites to prevent further consumer injury.  Indeed, Defendants rely on their telephone numbers 

and websites to lure consumers into their scheme, disseminate deceptive marketing, and process 

payments from consumers.  Moreover, because Defendants have continued their unlawful 

business practices unabated despite having notice of several consumer complaints, immediate 

injunctive relief is necessary to protect additional consumers from being harmed by Defendants’ 

ongoing unlawful practices.   

2. The Court Should Freeze Defendants’ Assets To Preserve The Possibility Of 

Providing Restitution To Defendants’ Victims 

 

As part of the permanent relief in this case, Plaintiff seeks monetary redress for 

consumers victimized by Defendants’ unlawful business practices.  To preserve the availability 

of funds to provide such equitable relief, Plaintiff requests that the Court issue an order requiring 

the preservation of assets.  See MediaOne of Delaware, Inc. v. E & A Beepers & Cellulars, 43 F. 

Supp. 2d 1348, 1355 (S.D. Fla. 1998) (confirming judicial authority to enter preliminary relief, 

including an asset freeze, that may be needed to make permanent relief possible). This freeze is 

sought to maintain the status quo pending full hearing on the merits, which is a viable purpose 

for such a freeze.  Id.  The Southern District of Florida in MediaOne discussed that when the 
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nature of the action involves the public interest, the courts' equitable powers are even broader 

and more flexible.  Id.    Courts have also concluded that an asset freeze is justified where a 

defendant’s business is permeated with fraud.  See SEC v. Manor Nursing Centers, Inc., 458 

F.2d 1082, 1106 (2d Cir. 1972).   

An asset freeze is necessary here to preserve the status quo, ensure that funds do not 

disappear during the course of this action, and preserve the remaining assets for consumer 

redress.  Defendants’ business operations are permeated by, and reliant upon, deceptive 

practices, and defendants engaged in such schemes have every incentive to dissipate assets if 

they receive notice of an impending enforcement action.  Indicative of Defendants’ knowledge of 

their deceptive conduct, they use different techniques to hide their identities.  For example, 

Defendants have registered various corporate entities with similar names, located at the same 

address.  See Exhibit 2, ¶¶ 5-10.  Specifically, the following names have been registered with 

the Department of State, for entities located at the same address: “First Choice Tech Support, 

LLC,” “First Choice Tech, LLC,” “Experts of Clients Care, LLC,” “Client Care Experts, Inc.,” 

“Client Experts Care, LLC,” and the fictitious name “Client Care Experts.”  Id.   Registering 

these various entities with the Department of State and obtaining different FEI/EIN Numbers for 

each entity also allows Defendants to open several bank accounts under the various entity names, 

which in turn frustrates law enforcement’s identification of assets.   Also, Defendants use a 

payment processor, SafePaze Technologies, LLC, which not only processes payments overseas, 

but is owned and operated by former owners of another tech scam that employed the same 

deceptive business model as First Choice.  See Exhibit 2, ¶¶ 107-117; Exhibit 3b, ¶ 11.   In 

order to ultimately refund consumers who were deceived by Defendants, an Order of asset freeze 

is necessary.   
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3. The Court Should Appoint A Temporary Receiver Over The Corporate Defendants 

The Court should also appoint a temporary receiver over the Corporate Defendants 

pursuant to § 501.207(3), Fla. Stat., as the evidence demonstrates that immediate and irreparable 

injury will result before a hearing can take place.  As discussed above, when a corporate 

defendant has used deception to obtain money from consumers, it is likely that, in the absence of 

the appointment of a receiver to maintain the status quo, the corporate assets will be subject to 

diversion and waste to the detriment of victims.  See SEC v. Keller Corp., 323 F.2d at 403.  The 

appointment of a receiver is particularly appropriate here where Defendants have gone to great 

lengths to evade regulation and have knowledge that the business is inherently deceptive.  The 

various similar entity names - -“First Choice Tech Support, LLC,” “First Choice Tech, LLC,” 

“Experts of Clients Care, LLC,” “Client Care Experts, Inc.,” “Client Experts Care, LLC,” and 

the fictitious name “Client Care Experts” – at the same location reflect that Defendants are likely 

to frustrate Plaintiff’s efforts to discover evidence and identify assets.  See Exhibit 2, ¶¶ 5-10.  

The receiver will help to prevent Defendants from disposing of ill-gotten funds by identifying, 

securing, and controlling the use of the Corporate Defendants’ assets, as well as marshaling and 

preserving their records.  The receiver will also assist in determining the full extent of the 

deceptive business model and identify additional victims of Defendants’ scam.  For these 

reasons, the Court should appoint a temporary receiver over the Corporate Defendants.  

4. The Court Should Grant Expedited Discovery, Turnover Of Business Records, and 

Immediate Access To The Corporate Defendants’ Business Premises 

 

In order to locate documents and assets related to the Defendants’ scam, the Order 

should authorize the Plaintiff to engage in expedited discovery, order the turnover of the 

Defendants’ business records, and allow the Plaintiff and the temporary receiver immediate 

access to the Corporate Defendants’ business premises and records.  This relief is critical to the 
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Plaintiff’s, the receiver’s, and the Court’s ability to understand fully: (a) the scope of 

Defendants’ business operations, their financial status, the participants involved, and their roles 

in the scheme; (b) the full range and extent of the Defendants’ law violations; (c) the identities of 

injured consumers; (d) the total amount of consumer injury; and (e) the nature, extent, and 

location of the Defendants’ assets.  Moreover, this relief is necessary to protect against evidence 

destruction.  The proposed Order includes provisions designed to grant access to Defendants’ 

documents before they can be destroyed.  As Defendants’ are operating a scam that flagrantly 

violates the law, there is every incentive for Defendants’ to destroy incriminating evidence. As 

such, the Court’s Order should grant the Plaintiff and the receiver immediate access and 

authorize a turnover of business records and limited expedited discovery.  

5. The Court Should Enter The Order Ex Parte 

The substantial risk of asset dissipation and document destruction in this case, coupled 

with Defendants’ ongoing and deliberate statutory violations justify ex parte relief.  Due to the 

high volume of complaints and refund requests and likely claims by creditors, funds paid and 

being paid by Florida consumers to Defendants will likely dissipate and be at peril.  As 

demonstrated, Defendants are engaged in a deceptive scheme that exposes them to substantial 

potential monetary liability, and thus, they have every incentive to secrete recoverable assets and 

destroy documents if given notice of this action. Plaintiff submits that an ex parte injunction and 

asset freeze are critically necessary to preserve all remaining assets for repatriation to injured 

consumers.  See Exhibit 5.  In light of the Defendants’ deceptive conduct described above, an 

injunction without notice is warranted to protect any remaining assets and monies from 

concealment and dissipation.  Under these circumstances, there is a strong likelihood that 

Defendants would conceal or dissipate assets absent ex parte relief.  As such, it is in the interest 
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of justice to provide the requested ex parte relief to prevent the dissipation of assets or the 

destruction of evidence, which in turn will maintain the status quo and preserve this Court’s 

ability to award full and effective final relief.  

The Attorney General has no adequate remedy at law to prevent further damage to 

consumers in the State of Florida.  The facts of this case show that the time required to notice a 

hearing on a temporary injunction would exacerbate the injuries suffered by consumers, as it will 

give advance notice to Defendants to move funds out of known bank accounts.  Service and 

hearing would only accelerate the pace at which the Defendants damage the consumers who 

continue to be victimized by Defendants’ conduct.  

Based on Defendants’ conduct, and the fact that the harm is ongoing, the Attorney 

General reasonably believes that if notice of this Motion is given to Defendants, the funds taken 

from Florida consumers and material evidence of the acts alleged herein may be concealed, 

falsified, removed, dissipated, or transferred, thus prejudicing the Attorney General’s prosecution 

of this action and the ability to recover restitution owed to Florida consumers.   

CONCLUSION 

If Defendants are permitted to continue engaging in the above-described deceptive, 

unfair and unconscionable trade practices, and unless equitable relief is granted by this Court, the 

number of consumers who suffer the loss of funds and are otherwise aggrieved by these practices 

will continue to mount.  In order to put an immediate halt to Defendants’ tech support scam and 

preserve the Court’s ability to grant the final relief sought, this Court should enter an ex parte 

temporary Order prohibiting Defendants from continuing to deceive consumers, freezing their 

assets, appointing a temporary receiver, and granting Plaintiff and the receiver immediate access 
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to Defendants’ business premises, as well as authorizing limited expedited discovery, until 

further notice of this Court.   
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Respectfully Submitted, 

        PAMELA JO BONDI 

        ATTORNEY GENERAL 

 

 

        /s/ Michelle Pardoll__________ 

By: Michelle Pardoll 

Assistant Attorney General 

Florida Bar No. 0073915 

Office of the Attorney General 

Consumer Protection Division 

110 S.E. 6
th
 Street, 10

th
 Floor 

Fort Lauderdale, Florida 33301 

Telephone: (954) 712-4665 

 

 

        /s/ Katherine Kiziah   
        By: Katherine Kiziah 

        South Florida Bureau Chief, 

        Division of Consumer Protection 

        Florida Bar No. 17585 

        Office of the Attorney General 

        1515 N. Flagler Dr., STE 900 

        West Palm Beach, Florida 33401 

        Telephone: (561) 837-5025 
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